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ABSTRACT 

S igna tu res  based on polynomial equat ions modulo n have been i n t r o -  
duced by Ong, Schnorr ,  Sharnir [ 3 1 .  W e  extend t h e  o r i g i n a l  b i n a r y  quad- 

r a t i c  OSS-scheme t o  a l g e b r a i c  in t ege r s .  So f a r  t h e  gene ra l i s ed  scheme 
i s  no t  vu lne rab le  by t h e  r e c e n t  a lgori thm of Pol la rd  f o r  so lv ing  
s: + k S: = m (mod n )  which has  broken t h e  o r i g i n a l  scheme. 

1 .  INTRODUCTION 

D i f f i e  and Hellman [ l ]  int roduced t h e  concept of d i g i t a l  s i g n a -  
t u r e  and t h a t  of p u b l i c  key cryptosystem. T h e  R S A  system [ 6 1  i s  c u r r e n t -  

l y  be l i eved  t o  b e  t h e  most secure  scheme f o r  both purposes.  A new type  
of s i g n a t u r e  scheme based  on t h e  quadra t ic  equat ion s 1  + k s 2  = m (modn) 
has been proposed by Ong, Schnorr ,  Shamir [ 3 ] .  Here m i s  t h e  message, 
s ,  and s2 are t h e  s i g n a t u r e ,  and k and n a r e  t h e  pub l i c ly  known key. 
The new scheme would be  much e a s i e r  t o  implement than t h e  RSA-scheme, 
bu t  it has  been broken by a r ecen t  a lgori thm of Pol la rd  which s o l v e s  
the equat ion  x2 + k y2 = rn (mod n )  without f ac to r ing  n.  
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In  t h i s  paper  w e  c o n s i d e r  s igna tu re  schemes based on more g e n e r a l  
polynomial equa t ions  modulo n .  In  p a r t i c u l a r  w e  extend t h e  o r i g i n a l  
OSS-scheme from r a t i o n a l  i n t e g e r s  t o  a lgeb ra i c  in t ege r s .  This  l e a d s  t o  
a s i g n a t u r e  scheme based  on t h e  quadric  equat ion (m 
+ 4 s 2 2 ( d s 1 2  + k ( s Z l  + d s 2 2 )  - m , )  = 0 (modn) .where ml  and m 2  are the 
message , s21 and s22 are  t h e  s igna tu re ,  and t h e  publ ic  key con- 
sists of t h e  i n t e g e r s  k ,d ,n  wi th  1 5 k,d < n .The p r i v a t e  key i s  t h e  
square r o o t  fi (mod n ) .  S igna tu re  v e r i f i c a t i o n  can be done wi th  10 
m u l t i p l i c a t i o n s  on i n t e g e r s  modulo n ,  s igna tu re  generat ion r e q u i r e s  9 

m u l t i p l i c a t i o n s  and 1 d i v i s i o n  modulo n.  

A l l  p a r t i c i p a n t s  of t h e  system may share  t h e  (d ,n ) -pa r t  of t h e i r  

- 2 k s12 s21 1 + 
2 2 2 2 2 

s12, 

publ ic  key provided  t h a t  t h e  f a c t o r i s a t i o n  of n is completely unknown. 

2 .  SIGNATURES BASED ON POLYNOMIAL EQUATIONS 

When A l i c e  joins t h e  communication network she publ i shes  a key 
c o n s i s t i n g  of  two p a r t s :  a modulus n and t h e  i n t e g e r  c o e f f i c i e n t s  of a 
polynomial P ( s l  ,.. . , s d )  E Z is1 ,.. . sd1 with indeterminates  s1 I .. . sd. 
The modulus n i s  the product  of two l a r g e  random primes p f q .  The f a c t o -  
r i z a t i o n  of n should  be  unknown, except poss ib ly  t o  A l i c e .  I n  o r d e r  t o  
prevent  f a c t o r i n g  of n by known f a c t o r i n g  algori thms n should be  a t  
l e a s t  600 b i t s  l ong .  The c o e f f i c i e n t s  of P a r e  i n t e g e r s  i n  t h e  range  
Zn := { c  E Z? : 0 2 c ' n ) .  The elements  i n  Zn a r e  used a s  r e p r e s e n t a t i v e s  
f o r  t h e  r i n g  Z/nZ of i n t e g e r s  modulo n. Typical ly  P w i l l  on ly  have a 
few c o e f f i c i e n t s .  

The messages m a r e  numbers i n  Zn. A t u p l e  2 = (s1, . . . ,sd) of num- 
bers  i n  t h e  s a m e  range  i s  a s i g n a t u r e  f o r  m i f  it s a t i s f i e s  t h e  equa t ion  

( 1  1 P ( s  l , . . . , sd )  = m (mod n )  . 
Given t h e  c o e f f i c i e n t s  of  P and n it is  easy t o  v e r i f y  A l i c e ' s  s igna -  
t u r e s  by e v a l u a t i n g  P ( s l , - . . , s d )  with a few modular m u l t i p l i c a t i o n s  and 

add i t ions .  
Unlike t h e  RSA system, s i g n a t u r e s  a r e  not  uniquely a s s o c i a t e d  wi th  

messages. Since the number of poss ib l e  messages is n while t h e  number 
of p o s s i b l e  s i g n a t u r e  t u p l e s  i s  nd, each message h a s  about nd-' d i f f e -  
r e n t  s i g n a t u r e s .  However, t h e  p robab i l i t y  t h a t  a randomly chosen t u p l e  

- s = ( s1 , . . . , sd )  w i l l  be  a v a l i d  s igna tu re  of a given m i s  n e g l i g i b l e ,  
and thus  t h e  m u l t i p l i c i t y  of s igna tu res  does not  imply t h a t  t h e y  a r e  
easy t o  f i n d .  

The secret t h a t  h e l p s  A l i c e  so lve  the  equat ion ( 1 )  i s  an i n t e g e r  
(d ,d) -mat r ix  A wh ich  modulo n i s  i n v e r t i b l e .  I f  t h e  t ransformat ion  
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x = A s  (mod n )  t r ans fo rms  P i n t o  a polynomial x P ' ( x  2 1 . . . , X d )  = 
1 - 

= P (sl ,.. . ,sd) 
p icks  random v a l u e s  x 2 , . . . , x d  E Zn,  eva lua te s  

( 2  1 x1 : = m / P '  ( x 2 , . .  . ,xd)  (mod n)  

and t ransforms 

(mod n )  then  A l i c e  can e a s i l y  so lve  equat ion ( 1 )  . She 

( 3 )  -1 - s := A 5 (mod n )  . 
So Alice can g e n e r a t e  s i g n a t u r e s  of m by choosing random va lues  

x 2 , .  . . ,xd and e v a l u a t i n g  ( 2 )  , ( 3 )  us ing a f e w  modular m u l t i p l i c a t i o n s  
and a d d i t i o n s  and one modular d iv i s ion .  I f  P ' ( x 2 , . . . , x  ) is n o t  re la-  
t i v e l y  prime t o  n then  m/P' (x2,. . . ,xd) 
i f  a l l  t h e  f a c t o r s  of n a r e  l a r g e  Al ice  i s  unl ike ly  t o  choose such  va lues  

d 
(mod n )  may be no t  de f ined ,  bu t  

X 2 ,  " . , X d .  

The r e l a t i o n s h i p  between messages and s igna tu res  a r e  summarized 
in  t h e  fo l lowing  lemma. L e t  Zn be t h e  se t  of numbers i n  Zn which a r e  
r e l a t i v e l y  prime t o  n .  Note t h a t  Zn r ep resen t s  t h e  set Z / n Z  of i n t e -  
ge r s  modulo n ,  so Z i s  a commutative r i n g  under add i t ion  and m u l t i p l i -  
c a t i o n  modulo n and Z 

* 

n *  
n c Zn*is  t h e  group of i n v e r t i b l e  e lements .  

LEMMA 1 For  every  m E 'Zn t h e  set  of s igna tu res  of m is  i n  1-1 

correspondence wi th  t h e  set of va lues  ( 3 )  a s  x2, .  . . ,xd range ove r  Zn 
and x, = m / P '  (x2,.. . ,xd)  (mod  n )  . 

d- 1 * 
PROOF For  eve ry  (x2,  ..., xd) E ( Z n )  with PI (x2,. . . ,Xd) E Zn (2) I 

(3) c l e a r l y  d e f i n e  a s i g n a t u r e  2 of m. On t h e  o the r  hand f o r  every s ig -  
na tu re  5 = ( s  ,.. . , sd) t h e r e  e x i s t s  5 := A s  (modn) . W e  have 

P ( s l  ,.. . ,sd) 
from t h e  assumption mEZnn.Since A i s  non s ingu la r  only one v a l u e  of 

(x,,. . . ,xd) E (Zn 1 
REMARKS (i) By us ing  independent random values  x2 ,  ... ,xd,  A l i c e  

can choose an a r b i t r a r y  s i g n a t u r e  of m with uniform p r o b a b i l i t y  d i s t r i -  
bu t ion ,  and i s  n o t  r e s t r i c t e d  t o  s igna tu res  of some s p e c i a l  form. 
(ii) I f  s e v e r a l  messages mi a r e  signed wi th  the  same x , . . . ,xd t h e n  
- x = ( x , ,  ..., xd) and t h e  s i g n a t u r e  2 a r e  known f o r  each message and A 

can be computed from t h e  l i n e a r  equat ions xi = A s  (modn) . Thus Alice 

must choose independent  random values  x2 , . . . , xd  f o r  each message. 

du lus  n a s  a l a r g e  composi te  number which i s  d i f f i c u l t  t o  f a c t o r .  By 

using a p r o b a b i l i s t i c  p r i m a l i t y  t e s t i n g  algori thm on random i n t e g e r s  
with a t  l e a s t  300 b i t s ,  A l i c e  can f i n d  a f t e r  a few hundred tests t w o  
numbers p and q which are a lmost  c e r t a i n l y  primes.  The product  n of p 
and q i s  easy  t o  compute, bu t  even the  f a s t e s t  known f a c t o r i n g  a lgo -  
rithm on t h e  f a s t e s t  a v a i l a b l e  computer w i l l  t ake  mi l l i ons  of y e a r s  t o  

* 
= x l P '  (x2,. . . ,xd)  = m (mod n )  , and P' (x2, .. . ,xd)  EZn fo l lows  * 

Q.E.D. d- 1 can correspond t o  each s igna ture .  

i i i i 

i 

HOW does Alice g e n e r a t e  h e r  publ ic  key? She f i r s t  chooses t h e  mo- 



40 

f a c t o r  it. The g e n e r a t i o n  of n can be done within a few hours on a t y p i -  
c a l  microcomputer. Such an overn ight  i n i t i a l i z a t i o n  is accep tab le  i n  
most a p p l i c a t i o n s ,  b u t  i f  t h e  u s e r  cannot a f f o r d  it, t h e r e  is  a faster 
a l t e r n a t i v e :  I f  a t r u s t e d  t h i r d  p a r t y  ( t h e  NBS?) computes n and t h e n  
e r a s e s  p and q ,  no one knows t h e  f a c t o r i z a t i o n  of n and thus  everyone 
can use  it a s  a s t a n d a r d  modulus. 

I n  o rde r  t o  g e n e r a t e  t h e  polynomial P ,  A l i c e  chooses a s imple  poly- 
nomial P ' ( x 2 , . . . , x d )  w i th  i n t e g e r  c o e f f i c i e n t s  and then p icks  a random 
i n t e g e r  (d ,d ) -ma t r ix  A. A l i c e  keeps A secret, t ransforms t h e  polynomial 
x, P ' ( x 2 , . . . , x d )  w i t h  x := A s  (modn) i n t o  a polynomial P ,  P ( s l , . . . , s d ) =  
= x, P '  ( x 2 , .  . . ,xd) (mod n )  and publ i shes  t h e  c o e f f i c i e n t s  of t h e  t r a n s -  
formed polynomial P. P i s  no longer  l i n e a r  i n  any of t h e  v a r i a b l e s .  The 
equat ion  P ( s  l , . . . , sd )  = m (mod n )  is apparent ly  d i f f i c u l t .  A l i c e  also 
v e r i f i e s  t h a t  A i s  i n v e r t i b l e  modulo n .  I f  t he  prime f a c t o r s  of  n a r e  
l a r g e  then  s i n g u l a r  matrices are un l ike ly  t o  occur.  I t  i s  impor tan t  
t h a t  A l i c e  can g e n e r a t e  P wi thout  knowing t h e  f a c t o r s  of n.  A l l  the 
p a r t i c i p a n t s  of  the communication network may use the  same simple poly- 
nomial p ' ( ~ ~ ,  ... ,xd) and even t h e  same modulus n (provided t h a t  the  
f a c t o r s  of n are unknown) and d i f f e r  on ly  i n  t h e i r  choice of A .  

The s e c u r i t y  o f  t h e  scheme r e q u i r e s  t o  choose p a r t i c u l a r  t r a n s f o r -  
mation matrices A which cannot  be e a s i l y  computed from t h e  c o e f f i c i e n t s  
Of P and PI. W e  choose t h e  polynomial P '  and t h e  matr ix  A so t h a t  re- 
covering A from t h e  polynomials  P and PI is  as hard a s  f a c t o r i n g  n. 
Since A l i c e  i s  n o t  r e s t r i c t e d  t o  s igna tu res  of some s p e c i a l  form it is  
impossible  t o  o b t a i n  informat ion  on t h e  s e c r e t  parameters,  A and t h e  
f a c t o r s  of n by a n a l y s i n g  he r  s igna tu res .  Also A l i c e  he r se l f  may be un- 
aware of t h e  f a c t o r s  of n .  S ince  Bob cannot bene f i t  from A l i c e ' s  s i g -  
na tu res  and cannot  u se  h e r  method f o r  so lv ing  equat ion ( I ) ,  he  must c o m e  
up wi th  an a l t e r n a t i v e  way of so lv ing  t h i s  equat ion.  So f o r  each c l a s s  
of t r ans fo rma t ions  A and f o r  each polynomial P' one must c a r e f u l l y  ana- 
l y s e  whether equa t ion  ( 1 )  is  s u f f i c i e n t l y  d i f f i c u l t  for t h e  cor respon-  
ding polynomials P. 

The s e c u r i t y  of t h e  scheme i s  based on the  d i f f i c u l t y  of f a c t o r i n g  
n .  When t h e  f a c t o r s  p and q of n a r e  known the  equat ion ( 1 )  can b e  solved 
e f f i c i e n t l y .  The p r o b a b i l i s t i c  r o o t  f i nd ing  algorithm of Rabin' computes 
- s', 5'' E Z such t h a t  P ( 2 ' )  = m (mod p )  and P ( 2 " )  = m (mod q )  . By t h e  
Chinese remainder theorem 5' and 2" can be combined t o  a s o l u t i o n  

- S = 05' + T," (mod n ) .  Here u and T a r e  in t ege r s  

d 

r l  ( m o d  P) 10 (mod p )  

' 0  (mod q )  I1 [mod q) 
s a t i s f y i n g  u = ' 7 =  
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The b i n a r y  q u a d r a t i c  scheme: The s imples t  polynomial equa t ion  (1 )  

appears  f o r  d = 2 ,  w e  t r ans fo rm t h e  equat ion 

( 5 )  x1 - x2 = m (mod n )  

using an  a r b i t r a r y  u E  Z by t h e  l i n e a r  s u b s t i t u t i o n  
* 
n 

-1 

x2 := s1 - u -'s2 (mod n )  . 
x := s1 + u s2 (mod n )  

- 2 This  y i e l d s  x - x2  = s1 - u 's: = m (mod n ) .  So t h e  t r i v i a l  equa t ion  (5) 
i s  t ransformed i n t o  t h e  less t r i v i a l  polynomial equat ion 

(6) 

The pub l i c  key of t h e  corresponding s igna tu re  scheme c o n s i s t s  of n and 
k ,  and t h e  p r i v a t e  key i s  u .  A p a i r  (s l  ,s2) E (&)' i s  a v a l i d  s i g n a t u r e  
f o r  m i f  s f  + k s2 = m (mod n )  . Recovering t h e  p r i v a t e  key u from t h e  
pub l i c  key k r e q u i r e s  t h e  computation of V q  (mod n)  and t h u s  i s  a s  
hard as f a c t o r i n g  n .  

t o  a r e c e n t l y  d i scove red  a lgor i thm of Pol la rd4  which e f f i c i e n t l y  s o l v e s  
quadra t i c  e q u a t i o n s  sf + k s2 = m (mod n )  . P o l l a r d ' s  method does  n o t  
so lve  g e n e r a l  polynomial  equat ions  modulo n nor  does it extend  t o  sys- 
t e m s  of polynomial equa t ions .  

with k = - u ' ~  (mod n ) .  2 s1 + k s i  = m (mod n)  

2 

Unfor tuna te ly  t h i s  c a s e  of our s igna tu re  concept is  i n s e c u r e  due 

2 

3. THE BINARY QUADRATIC SCHEME OVER ALGEBRAIC INTEGERS 

The b i n a r y  q u a d r a t i c  scheme may s t i l l  y i e l d  a good s i g n a t u r e  scheme 
if w e  r e p l a c e  r a t i o n a l  i n t e g e r s  x 1  ' x2 , s1  , s 2 . m  by a lgeb ra i c  i n t e g e r s  
X,lX2,S1fS2,M which range  over  t he  set 

Z n , d  := { a + b l / a  I a , b E z  , O c a , b  < n }  . 
The set  Z 

There i s  a n a t u r a l  way of adding and mult iplying elements i n  Znrd: 
can  p l a y  a s i m i l a r  r o l e  a s  the set Zn of i n t e g e r s  modulo n .  n,d 

( a '  + b ' d z )  + ( a "  +b" l /z )  := a + bV3 
wi th  a := a '  + a "  (modn) , b :=  b '  + b "  (mod n )  

( a '  + b ' a )  ( a "  + b"V3) = a + ba 
with  a := a ' a "  + db'b"(mod n )  , b : =  a ' b "  + a"b ' (mod n ) .  

So a l l  arithmetic o p e r a t i o n s  i n  23 
s tandard  a l g e b r a i c  n o t a t i o n  Zn,d i s  t h e  r ing  ZZ [ l /z] /n  Z[  $31. An element 

a + bl/a i s  i n v e r t i b l e  i f f  a 2  - b2d €23; , and in  t h i s  ca se  

a r e  done modulo n Z [dz l  and i n  n,d 

( a  + b d a ) - '  = a '  - b ' &  
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with a '  = a ( a 2  - b 2 d ) - '  (mod n )  I b '  = b ( a 2  -b2d) - l  (mod n ) .  L e t  

Zn,d c Z be  t h e  subgroup of i n v e r t i b l e  elements.  n l d  
* 

LEMMA 2 W i t h  t h e  above a r i t h m e t i c  opera t ions  Z forms a commu- 

=nrd . 
I n  t h e  seque l  w e  l e t  t h e  v a r i a b l e s  X1 , X 2 , S 1  r S 2 , M  range over  Znfd. 

* * n ,d  
t a t i v e  r i n g  wi th  Zn c ZnId I 

For an a r b i t r a r y  u E 22 t h e  s u b s t i t u t i o n  n 

(7) 
-1 

- 1  
s2  x1 := s1 - u 

s2 x2 := s1 + u 
2 -2 y i e l d s  X l X 2  = S: + kS2 wi th  k := -u (mod n ) .  So given u t h e  equa t ion  

( 8 )  x1x2 = M 

which can e a s i l y  b e  so lved  f o r  any M E Znfd 
t r i v i a l  equat ion  

i s  equiva len t  t o  t h e  less 

S 2  + kS2 = M . 1 2 (9) 

This  observa t ion  y i e l d s  an e f f i c i e n t  s igna tu re  scheme. For key gene ra t ion  
Alice p icks  a random element  u E Z i  publ i shes  k := - u - ~  (mod n )  I and 
keeps u secret. F o r  any M A l i c e  can e a s i l y  solve t h e  equat ion  (9). She 
p icks  X1 E Z* 
s u b s t i t u t i o n  ( 7  ) 

a t  random, computes X 2  := M XY1 and i n v e r t s  t h e  l i n e a r  n,d 

s1 := ( X 2  + X 1 ) / 2  

s2 := ( X 2  - X1)U/2 . 
Once k i s  publ i shed ,  Bob ( o r  anyone else) cannot compute u ,  and canno t  

fol low t h e  method of s o l v i n g  equat ion  ( 9 )  t h a t  Al ice  is using. 
For convenience w e  w r i t e  polynomial equat ions over Z a s  systems 

nld 
of polynomial e q u a t i o n s  over  Z . L e t  n 

xi = x i l  + va xi2 i = 1,2 

s .  = s .  + va si2 i = 1 , 2  

M = m  + V 3 m 2  
1 11 

1 

with x .  . s . .  m .  E Z . The equat ion  X1 - X2 = M can be w r i t t e n  as 11' ij' 1 n 

X , l  x 2 1  + d x l 2 x Z 2  = m l  (mod n )  

x I 1  xZ2  + x l2xZ1  = m2 (mod n )  . (10)  

The equat ion  S: + k S 2  = M can be wr i t t en  a s  2 

2 2 2 2 sll + d s 1 2  + k ( s 2 ,  + d s 2 2 )  = m l  (mod n )  

2 ( s 1 1 s 2 2  + k  s12s21) = m2 (mod n )  . 
Eliminat ion of s , ,  i n  t h e  l a t t e r  equat ion y i e l d s  
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s , ~  = (m, - 2k s12 sZ1)/(2 s 2 2 )  (mod n) 

Therefore the system of equations (11)  is equivalent to the ternary, 
quadric equation ( 1 2 )  provided that s22 EZn : 

2 2 2 2 2 ( 1 2 )  (m, -2k s 12 s 21) + 4 sZ2(dsl2 +k(s21 + d s 2 2 )  -ml) = 0 (mod n) . 
So this equation can be taken as verification condition for the binary 
quadratic signature scheme over Z n,d' 

* 

The signature scheme based on equation ( 1 2 )  consists of the fol- 
lowing components: 
Key generation 
1. choose two random primes p,q so that p-q is difficult to factor, put 

2. pick random integers u,d which are relatively prime to n. 
3. publish k := -u (mod n), d, n, and keep u secret. 
Messages are pairs (ml ,m2) of integers in the range 0 < mllm2 < n , i.e. 
ml ,m2 E Zn -0. 
Signature verification 
A triple (s121s21,s22) of integers in Zn is a valid signature €or the 
message (mlrm2) if it satisfies the equation (12) 

n := p-q . 

- 2  

2 2 2 2 2 (m2-2k s 12s21) + 4 ~ ~ ~ ( d  s12 + k(s21 + ds22) -ml) = 0 (mod n) . 
This equation can easily be checked using k,d,n with 10 multiplications, 
4 additions/subtractions modulo n. We do not count the trivial multi- 
plication by 4 .  

Signature generation 
(We solve the easy system ( l o ) ,  and using the private key u we transform 
its solution into a solution of (12) by inverting the linear substitu- 
tion ( 7 ) . )  

1. pick random elements x 11,x12 E Znso that 
2 - d x1 is relatively prime to n. 

m2x11 - m x 
2 .  x := 2 ;2 (mod n) I 

11 - dX12 2 2  x 

xll - dX12 

(mlxll - dmZxZ2 1 
2 2 (mod n) 3 .  x21 := 

4 .  s 1 2  := (x22  + x12)/2 (mod n) 

s21 := (x21 - x l l )  u/2 (mod n) 

s 2 2  : =  ( x 2 2  - x 1 2 )  u/2 (mod n) 

LEMMA 3 Signature generation can be done with 9 multiplicationsr 
1 division modulo n. (The division by 2 is trivial). 
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PROOF Compute x l l ,  2 d x 1 2 ,  d x 1 2 ,  2 dm2x12  with only  4 m u l t i p l i c a -  
t i o n s  modulo n .  Obviously t h e  rest of t h e  computation can be done w i t h  

5 m u l t i p l i c a t i o n s  and 1 d i v i s i o n  modulo n.  Q.E.D. 
For a message ( m l  , m 2 )  l e t  M : = m1 + m 2 V a  be t h e  corresponding ele- 

For messages (m, ,In2) 
2 *  ment i n  Z n I d ,  obv ious ly  m: - d m2 E Zn i f f  M E Z:ld . 

with m2 - d m2 E Zn t h e  above s i g n a t u r e  procedure gene ra t e s  a r b i t r a r y  
s i g n a t u r e s  of ( m l , m 2 )  w i t h  uniform p r o b a b i l i t y  d i s t r i b u t i o n .  

s i g n a t u r e s  of ( m l , m 2 )  i s  i n  1-1 correspondence with t h e  set of v a l u e s  

( s12 r s21r s22)  

2 *  
1 

LEMMA 4 For eve ry  message ( m l  # m 2 )  wi th  ml  + m 2 G  E Zi ld  t h e  set of 

i n  s t e p  4 ,  as  x + x12va ranges over zAfd. 
PROOF The set of  s i g n a t u r e s  of ( m , , m 2 )  i s  i n  1-1 correspondence 

t o  t h e  set of s o l u t i o n s  
formation ( 7 )  t h e  set  of s o l u t i o n s  (S1 ,S2)  of S ;  + k S 2  = M i s  i n  1-1 

(S1 of S: + k S2 = M .  By t h e  l i n e a r  t r a n s -  
2 2 

correspondence t o  t h e  se t  of s o l u t i o n s  (X1 , X 2 )  of X1 

M E  Znrd t h e s e  s o l u t i o n s  are i n  1-1 correspondence wi th  t h e  se t  of ele- 
X2 = M. S ince  * 

* 
ments X1 E Z (remember t h a t  x = X l l  + x  12Va€Z?:fd i f f  x l l  2 - d x 1 2  2 i s  

2 2 
As a consequence of Lemma 4 messages ( m , , m 2 )  f o r  which m, - dm2 

i s  not  r e l a t i v e l y  prime t o  n should be avoided. W e  have excluded messages 
with ml = 0 o r  m2 = 0 anyway, see remark 7 ( i v )  , (v )  . N o  o t h e r  message 
( m l  , m 2 )  wi th  gcd(mf - d m2,n) * 1 ,n  is  l i k e l y  t o  occur .  

q u a d r a t i c  OSS-scheme remain i n t a c t :  i )  The genera t ion  of t h e  keys  

u I  k := -U (mod n )  I d can  be  done without  knowing t h e  f a c t o r i z a t i o n  
of n. A l l  p u b l i c  keys may s h a r e  t h e  ( d , n ) - p a r t  provided t h a t  t h e  f a c t o -  
r i z a t i o n  of n is unknown t o  a l l  p a r t i c i p a n t s  of t he  system. ii) Computing 

t h e  p r i v a t e  key u from t h e  p u b l i c  key k ,n  r equ i r e s  t o  compute g x  (modn) , 
and t h u s  i s  as  ha rd  a s  f a c t o r i n g  n. iii) The s igna tu re  scheme i s  mul t i -  

p l i c a t i v e  ove r  Z S o l u t i o n s  S i r  S; and S;, S; of 

n,d 
r e l a t i v e l y  prime t o  n ) .  Q.E.D. 

2 

REMARKS 5 The c h a r a c t e r i s t i c a l  p r o p e r t i e s  of t h e  o r i g i n a l  b i n a r y  

n,d . 
S;2  + k S i 2  = M' , SY2 + k S i 2  = M" 

2 
+ k s2 = M'M" a s  2 y i e l d  a s o l u t i o n  S,, S2 of S1 

S: = S i S ;  - kSiS;  I S2 = S;S; - kS;S; 

2 iv) The r o l e s  of k , M  i n  t h e  equat ion  S: + k S 2  = M can be in te rchanged  
+ k S 2  = M i s  e q u i v a l e n t  t o  (Sl /S2)2 - M S i 2  = -k . 2 s ince  S1 

way a s  i t s  c o u n t e r p a r t  i n  [ 3 1 .  
With t h e s e  reinarks t h e  fo l lowing  theorem can be proved i n  t h e  s a m e  

THEOREM 6 Any a l g o r i t h m  f o r  computing ;1 from random s i g n a t u r e s  
of messages of i t s  c h o i c e  can  be transformed i n t o  a p r o b a b i l i s t i c  f a c t o -  
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r ing  a lgo r i thm wi th  s i m i l a r  complexity.  
PROOF see proof of theorem 2 [ 3 1 .  
REMARKS 7 i) The theorem can e a s i l y  be extended t o  t h e  case of an 

a lgor i thm t h a t  succeeds  f o r  only some of t h e  U-values provided t h a t  t h e  
f r a c t i o n  of t h e s e  U-values is non neg l ig ib l e ;  ii) In  Rabin 's  s i g n a t u r e  
scheme an opponent can  f a c t o r  n by analysing t h e  s igna tu re  of s p e c i f i c  
messages. I n  our scheme t h e  f a c t o r i z a t i o n  of n and t h e  secret parameter  
u cannot  be  r e v e a l e d  by chosen message a t t acks .  iii) I f  Bob could com- 
pute  one of the x -va lues  i , j  E {0,1) corresponding t o  a s i g n a t u r e  
s i j  i , j  E { O , l } ,  he  cou ld  compute u. For ins tance  given x , ~ ,  s l l  and s~~ I 

-1 Bob can compute u from x l l  = s I1  - u  
i s  t h u s  a s  ha rd  t o  compute a s  u .  i v )  Messages ( m l  ,m2)  with m2 = 0 can  b e  
s igned wi thout  t h e  p r i v a t e  key u. It  is  s u f f i c i e n t  t o  so lve  

i j  

s21 (modn).  A s i n g l e  xi j -value 

2 2 
11 s + k s Z 1  = ml (mod n) 

by P o l l a r d ' s  a l g o r i t h m  [ 4 ] .  v )  Messages ( m l , m 2 )  wi th  m, = O  can  also b e  
signed wi thout  t h e  p r i v a t e  key u. This  e a s i l y  fol lows from (iii) and 
t h e  m u l t i p l i c a t i v i t y  of t h e  scheme (remark 5, iii) . 

THE COMPLEXITY OF SOLVING S: + k 522 = M over Z 

2 

n,d 

P o l l a r d  [ 4 1  s o l v e s  t h e  equat ion  ~7 + k s2 = m (mod n )  by success ive -  
l y  reducing m and k. H e  reduces  m t o  m'Z&, interchanges m and k, and 
cont inues  u n t i l  both m and k are 1 .  H i s  bas ic  reduct ion s t e p  u s e s  t h e  
euc l idean  a lgo r i thm ove r  iz. 

P o l l a r d ' s  method does n o t  so lve  S: + k S2 = M s i n c e  Z[qa1 i s  n o t  2 

eucl idean  domain provided  t h a t  d > 73  or d < -11. In  p a r t i c u l a r  t h e r e  
exist A ,  B E Z [tal such t h a t  I N ( A - C - B ) I  > I N ( B ) I  f o r  a l l  C E Z Z [ ~ I ,  
(where N is  t h e  norm, N ( x  + Vz y)  = x - d y  ) . It i s  un l ike ly  t h a t  t h e  
missing euc l idean  a l g o r i t h m  f o r  Z[Va l  can be replaced by some O t h e r  

norm reducing procedure .  For  l a r g e  Id1 almost a l l  elements A E Z[@] wi th  
I N ( A )  I < C  d are r a t i o n a l  i n t e g e r s  and these  a r e  un l ike ly  t o  appea r  i n  
a gene ra l  p rocedure  ove r  Z [ V31. 

2 2 

2 The methods f o r  s o l v i n g  $.: + k s2 = m (mod n )  which use t h e  c l a s s  
group Of q u a d r a t i c  form wi th  d iscr iminant  -4k, see [ 3 1 ,  do n o t  s o l v e  
S1 + k S 2  = M. The reason  i s  t h a t  equivalence c l a s s e s  of q u a d r a t i c  forms 
with c o e f f i c i e n t s  i n  Z t V 3 1  cannot  be represented i n  a canonica l  way by 
reduced forms. 

2 2 

2 The f a s t e s t  known method f o r  so lv ing  S: + k S2 = M is  by f a c t o r i n g  n.  

The complexi ty  of so lv ing  genera l  polynomial equat ions  modulo n i s  
This method becomes i n f e a s i b l e  i f  n i s  a t  l e a s t  6 0 0  b i t s  long.  
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an open problem and it may become an important sub jec t  f o r  f u r t h e r  
c ryptographic  r e s e a r c h .  
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