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ABSTRACT 

This paper presents an outline of an attack that we have used 

successfully to break iterated knapsacks. Although we do not provide 

a proof that the attack almost always works, we do provide some heur- 

istic arguments. We also give a detailed description of the examples 

we have broken. 

-. 
INTRODUCTION 

R. Merkle and M .  Hellman [lo] devised the first knapsack based 

cryptosystem. In this paper we will deal only with the Merkle-Eiellman 

knapsack, although similar techniques will work on Graham-Shamir 

iterated knapsacks also. 

al,...,a, is an ordered Y-times iterated knapsack if there exists a 

superincreasing sequence sl,..., sn (i.e., si > z .s , ) ,  and integers 
j<i 

Wj, Mj, aj,i for 1 < j < Y and 1 < i c n such that 

We will say that a set of positive integers 

a0,i = si for l < i < n  , (1.1) 

(1.2) 

n 
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We use  a = b m o d  M t o  mean t h a t  a is t h e  l eas t  n o n n e g a t i v e  resi- 

due. 

kj,i f o r  1 < j < Y a n d  1 < i c n t o  be  t h o s e  i n t e g e r s  s a t i s f y i n g  

L e t  W, = W S - l  mod M j  f o r  1 c j c Y.  We w i l l  d e f i n e  i n t e g e r s  

a J , i w j  - k j , i M j  = a j - 1 , i  f o r  1 < 1 < Y and 1 c i c n . (1.5) 

W e  w i l l  s a y  t h a t  a set  of p o s i t i v e  i n t e g e r s  a l l . .  .,a, is a n  

unorde red  Y - t i m e s  i t e r a t e d  knapsack  i f  t h e r e  is some p e r m u t a t i o n  o f  

t h e  a l l  . . . , a n  t h a t  is a n  o r d e r e d  Y - t i m e s  i t e r a t e d  knapsack .  

To c r y p t a n a l y z e  t h i s  s y s t e m ,  one  must  s o l v e  t h e  knapsack  (or 

s u b s e t  sum) p r o b l e m  f o r  t h e  i n t e g e r s  a l r . . . , a n  and any s u b s e t  sum s .  

That  i s  g i v e n  s ,  o n e  mus t  f i n d  a 0-1 v e c t o r ( a 1 ,  ..., %)  such  t h a t  

n 

i f  such  a 0-1 v e c t o r  e x i s t s .  

I n  f a c t  it is s u f f i c i e n t  t o  be  a b l e  t o  solve t h e  knapsack  p rob lem 

f o r  a 0-1 v e c t o r  ( a l , .  . ., u,,) which  h a s  < 1 n ones ,  because one c a n  

c o n s i d e r  t h e  s u b s e t  sum s and t h e  s u b s e t  sum c a i  - s. 
2 

n 
i s 1  

I n  t h i s  p a p e r  w e  w i l l  d e s c r i b e  an  a l g o r i t h m  f o r  b r e a k i n g  Y - t i m e s  

i t e r a t e d  k n a p s a c k s  i n  p o l y n o m i a l  t i m e .  W e  have s u c c e s s f u l l y  demons t r a -  

t e d  t h i s  a l g o r i t h m  o n  e x a m p l e s  w i t h  n = 1 0 0  and Y = 5,  1 0 ,  and 2 0 .  

The f i r s t  a t t a c k  on  knapsack  based  c r y p t o s y s t e m s  was found  b y  Adi 

Shamir  [131. H e  d i s c o v e r e d  a n  a l g o r i t h m  f o r  c r y p t a n a l y z i n g  t h e  s i n g l e  

i t e r a t i o n  Merkle-Bel lman knapsack  i n  po lynomia l  t i m e .  Len Adleman [11 

found a method f o r  b r e a k i n g  t h e  s i n g l e  i t e r a t i o n  Graham-Shamir k n a p s a c k  

i n  po lynomia l  t i m e .  

l a t t i c e  b a s i s  r e d u c t i o n  a l g o r i t h m  [9], which c o u l d  a lso be  u s e d  t o  

g r e a t l y  speed  u p  t h e  a t t a c k  on  t h e  Merkle-Hellman knapsack .  Len Adleman 

[l] and J e f f  L a g a r i a s  171 h a v e  b o t h  deve loped  a t t a c k s  f o r  t h e  d o u b l y  

i t e r a t e d  Merkle-Hel lman knapsack .  Adleman [l] a l s o  proposed  a n  a t t a c k  

on m u l t i p l y  i t e r a t e d  k n a p s a c k s ,  b u t  B r i c k e l l ,  L a g a r i a s ,  and Od lyzko  [31  

showed t h a t  t h e r e  were some p rob lems  w i t h  i t .  However t h e  l a t t i c e  

H i s  a t t a c k  used  t h e  L e n s t r a ,  L e n s t r a ,  Lovdsz (L3) 
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that we use in our new attack is the same as the first lattice that 

Adleman used in his attack. 

By using a different approach, E. Brickell 121 and J. Lagarias and 

A .  Odlyzko 181 have developed algorithms which will cryptanalyze MH or 

GS cryptosystems in polynomial time if the information rate is low 

enough. The information rate of a knapsack based cryptosystem is 

roughly n/log2(max ay,i). It is not known exactly how low the infor- 

mation rate must be for these algorithms to work, but the information 

rate must at least be less than .645 before these methods can possibly 

be successful. Since each iteration lowers the information rate, these 

methods will break a knapsack cryptosystem if it has been iterated too 

many times . 
A 

THE USE OF LATTICE REDUCTION 

The L3 lattice basis reduction algorithm 191 is used in all of the 

attacks on knapsack based cryptosystems. A set of points, L, in Rn is a 

lattice if there exists a set of independent vectors v1,...,vm such that 

L = {zlvl + ... + znvn : z j e z  for 1 < i < rn) . 
Such a set of vectors, vlr...,vn is called a basis for the lattice. The 

L3 algorithm finds a reduced (or short) basis for the lattice. We will 

not give a precise definition of a reduced basis. -We will only note 

that in a reduced basis, all of the basis vectors are relatively short 

in the Euclidean norm. 

Let ai, ..., an be an unordered Y-times iterated knapsack. Let m be 

an integer < n .  Later we will put conditions on how small m can be. 

Let L be the m-dimensional lattice generated by the following vectors. 

bl = (a2,a3,a4 ,..., %,n-’) 
b2 = (al,O , O  ,..., 0 ,O ) 

b3 = (0 ,a1,0 I . . . ,  0 ,o ) 

bm = (0 ,O ,O ,..., a1,0 1 
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The first step in the algorithm is to find a reduced basis for L 

by using the L3 algorithm. We now must go into a rather detailed dis- 

cussion to describe the vectors we expect to see in the reduced basis. 

Let D be the smallest integer such that aD > max{al, ..., a,). Then 
n 

My. Wy, al ,..., an should be 0(2D). Since Mj > L we will assume 

that My-k, wY-kr ay,k,i are o(zDqk log "1. 
3 

The norm of the vector 

-a1 
m 

W =  -albl + aibi = (O,O,...,O,-) 
i=2 n 

is O(ZD'log ").  If we take m > , then w would probably be the 
log n-1 

shortest vector in L if the integers a1 ,...,an were chosen from the uni- 

form distribution on (0 , zD). 
Y-times iterated knapsack, there are other vectors in L that are about 

the same length as W .  For this discussion we will refer to any vector 

in L with norm < O(ZD-l0g n) as a short vector. 

However, because alr . . .,an are an unordered 

Adleman found that there was a short vector that was a result of 

the last iteration. From (1.5) 

Divide by Myai 

- WY-ky,i=l_ 
MY ai MY 

Subtract equation i from equation 1 

(2.1) 
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ky,ial - ky,lai = O(2D-10g ") . 
In the vector 

each coordinate is O(2D-log n). SO 

[ X I  = O(2D-m ") . 
Lagarias [71 found a description for short vectors in L that are 

the result of many iterations. Let t be an integer with 1 < t < Y -  

By applying equation (1.5) repeatedly we get 

MY-1 + ... + ky,i + ky-l,i 7 + k~-2,i 
Y Y - 1  Y Y-1WY-2 

Using the theory of simultaneous Diophantine approximation, there 

exists many sets of integers (rl, ..., ry) such that for 1 < j < Y 

or (2.2) 

Each of these vectors will give rise to a short vector in the lattice. 

For if we let 

Y 

j=l 
hi = 2: kj,irj - roai for 1 < i < m , (2.3) 
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t h e n  t h e  v e c t o r  

m 

i = 2  
- h b l  + 1 h i b i  

w i l l  b e  a s h o r t  v e c t o r  i n  t h e  l a t t i c e .  W e  w i l l  c a l l  s u c h  a v e c t o r  a 

d e s i r a b l e  v e c t o r .  

W e  would l i k e  t o  have  Y d e s i r a b l e  v e c t o r s  i n  t h e  r educed  bas i s .  

L e t  x be  a p e r m u t a t i o n  o n  t h e  f i r s t  n i n t e g e r s  such  t h a t  a x ( 1 ) , . . . , a x ( n )  

is a n  o r d e r e d  Y - t i m e s  i t e ra ted  knapsack .  We can p i c k  any  m of t h e  

w e i g h t s  a l , . . . , an .  I f  w e  p i c k  t h e s e  w e i g h t s  so t h a t  w e  d o  n o t  p i c k  

an(,,) ,ax(,,-l) , a x ( n - 2 ) ,  t h e n  w e  e x p e c t  t o  g e t  Y d e s i r a b l e  v e c t o r s  

i n  t h e  r educed  basis .  

The r e a s o n  t h a t  w e  d o  n o t  want ax( , , ) ,  a x ( n - l ) ,  or ax(,,-2) is 
a .  

because  t h e  Y s h o r t  v e c t o r s  e x i s t  because  & is s m a l l  f o r  J=lv.-*rY 

and a l l  i i n  t h e  w e i g h t s  t h a t  w e  p i c k .  But 
"j 

and t h e s e  ra t ios  are n o t  s m a l l  enough.  I n  t h e  examples  t h a t  w e  t r i e d ,  

i f  a x ( n ) ,  a x ( n - l ) ,  or a x ( - 2 )  were i n  t h e  chosen set ,  t h e n  w e  On ly  

had Y - 1  s h o r t  v e c t o r s .  Bu t  if t h e s e  t h r e e  we igh t s  were n o t  i n  t h e  tho- 

s e n  set  and a,(,-3) w a s ,  t h e n  w e  s t i l l  had Y s h o r t  v e c t o r s .  

T h i s  c o n d i t i o n  o n  t h e  way w e  mus t  choose  an m - s e t  w i l l  n o t  Seri- 

o u s l y  a f f e c t  t h e  r u n n i n g  t i m e .  The p r o b a b i l i t y  o f  p i c k i n g  a good 

m - s e t  is 

Thus w e  e x p e c t  t o  m a k e  a b o u t  c h o i c e s  t o  g e t  a good m - s e t .  

The i n f o r m a t i o n  t h a t  w e  o b t a i n  from these s h o r t  v e c t o r s  are  t h e  

c o e f f i c i e n t s  h i  which w e  c a n  r e c o v e r  from ( 2 . 4 ) .  

1 < i C m ,  and  t h e s e  h i  s a t i s f y  

W e  o n l y  know hi fo r  
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h 1; - $1 < : (h) f o r  l t i  < m  . 
(we h a v e n ’ t  p r o v e n  t h i s ,  b u t  i t  h a s  been t r u e  i n  a l l  of o u r  e x a m p l e s . )  

W e  can d e f i n e  hi f o r  i > m by 

h i  = [” a i l  f o r  m < i < n , 
a 1  

where [XI  is t h e  closest  i n t e g e r  to x .  Because t h e  h i ,  for  1 < i 4 m, 

have  the s p e c i a l  form of ( 2 . 3 )  and t h e  r j  have t h e  s p e c i a l  form of ( 2 . 2 1 ,  

To ge t  t h e  f u l l  i m p a c t  of t h e  power of t h e s e  v e c t o r s  ( h i , . . . , h n ) ,  

l e t  s be a subset sum s u c h  t h a t  

n 
s = 2: a i a i  

i-1 

where ( a l ,  . . ., a,,) is a 0-1 v e c t o r  w i t h  < 1. n ones .  I f  w e  t h e n  d e f i n e  
2 

t=[:q , 

t h e n  

bu t  

h l  - ai = hi + ci 
a 1  

where 

(2-5) 

so 

n n 
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n 

so 
n 

i=l 
t = 2: aihi . 

n 
i=l 

Thus we can find Z aihi without knowing what the ai are. 

THE USE OF DESIRABLE VECTORS 

In this section we will show how the short vectors in the reduced 

basis can be used to recover a superincreasing sequence of length n-Y-f. 

We will comment about E later, but for now, assume that E is a small 

integer. In this section we will assume that al,...,an is an ordered 

Y-times iterated knapsack. Suppose that we have reduced the lattice 

and we have Y desirable vectors of the form 

such that 

and 

Y 

j=1  
= 2: rl,jkj,i hk, i 

is a good 

For 1 t i < n, let 

Hi = 

1 < L < Y  

1 < L < Y  
1 t i  t n  

M .  
approximation to 

MyWy-1.. .Wj 
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Let 

... r1,y -1,o '1,l 

-ry,o =Y,l - . -  rY,Y 

1 0  

R =  

Then 
RKi = Hi . 

The following theorem gives us a way of computing the determinant 

Of Ki. 

Theorem: 

Let al,...,a, be an unordered Y-times iterated knapsack. Let 

1 < j < Y. Then 

Proof: 

The case j=l follows immediately from (2.1). We will complete the 

proof by induction. Since any permutation of alr...,an is an unordered 

Y-times iterated knapsack, we can apply the inductive hypothesis to any 

permutation of al,. ..,an. SO we get equality in the following statement 

by expanding about the last row and seeing that the cofactors are all 

equal. 

... aj-1, j+l 

... kl,j+l 

. . . kj-1, j+l 

... aj,j+l 
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Once again, let us take air. ..,an to be an ordered Y-times iterated 

knapsack. For 1 < i < n, let 

and 

xi = Idet(Ai)l . (3.1) 

For i < Y, xi = 0 since the last column in Ai is identical to 

another column. Eowever in all of the examples we have run, the 

sequence xi has been superincreasing for i > Y + E, where I? < 2 .  

Furthermore, since the cryptanalyst can compute det(Hi), he can Corn- 

pute the sequence CXi where c = det(R)/M1 ... My. 
Let us give a heuristic argument for why we might expect X i  to be 

superincreasing for i > Y + E .  Expand Ai about the first r o w  to get 
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where A i I j  is t h e  1 , j  c o f a c t o r  o f  A i .  

of A i  formed by  d e l e t i n g  t h e  f i r s t  row and j th column of A f .  

L e t  B:,j be t h e  s u b m a t r i x  

S O  

!A:,, - 1  = l d e t  B f , j l  . 
Each e n t r y  i n  t h e  Ith r o w  o f  B i I j  is less t h a n  MI. 

d i s t r i b u t i o n  o f  t h e  v a l u e s  o f  t h e  A i l j  t o  be independent  o f  i a n d  1 

s i n c e  t h e  d i s t r i b u t i o n  o f  t h e  e n t r i e s  i n  !3i 
But t h e  s e q u e n c e  s i  is s u p e r i n c r e a s i n g ,  so t h e r e  s h o u l d  be  a n  E s u c h  

t h a t  for i > Y + E, t h e  e x p r e s s i o n  f o r  d e t ( A i )  i n  (3.2) is d o m i n a t e d  by  

t h e  l a s t  term. 

W e  e x p e c t  t h a t  t h e  

is independen t  o f  i and j .  

RECOVERING THE ORDER 

I n  t h e  p r e v i o u s  s e c t i o n ,  w e  showed t h a t  i f  a c r y p t a n a l y s t  h a d  a n  

o r d e r e d  Y - t i m e s  i t e r a t e d  knapsack ,  t h e n  he  cou ld  r e c o v e r  a s u p e r i n c r e a s -  

i n g  s e q u e n c e .  However, a c r y p t a n a l y s t  will u s u a l l y  be f a c e d  w i t h  a n  

unorde red  Y - t i m e s  i t e r a t e d  knapsack .  So i n  t h i s  s e c t i o n  w e  w i l l  show 

how w e  c a n  a p p l y  t e c h n i q u e s  s i m i l a r  t o  t h o s e  of t h e  l a s t  s e c t i o n  t o  

f i n d  t h e  o r d e r  i n  a n  u n o r d e r e d  Y - t i m e s  i t e r a t e d  knapsack .  

L e t  a l ,  ..., an  be a n  u n o r d e r e d  Y - t i m e s  i t e r a t e d  knapsack .  L e t  x b e  

a p e r m u t a t i o n  s u c h  t h a t  a X ( 1 ) , . . . , a x ( , , )  is an o r d e r e d  Y - t i m e s  i tera-  

t e d  knapsack ,  i .e . ,  a x ( n )  c o r r e s p o n d s  t o  sn, t h e  largest  e l e m e n t  i n  

t h e  s u p e r i n c r e a s i n g  s e q u e n c e .  W e  w i l l  p r e s e n t  a method f o r  f i n d i n g  d i )  

f o r  i > Y + E, f o r  E as d e s c r i b e d  i n  t h e  p r e v i o u s  s e c t i o n .  

Suppose  w e  h a v e  a l r e a d y  found d n ) , . . .  x ( n - j )  f o r  some j ,  

-1 < j < n-Y-.z-2. ( I f  j = -1, w e  h a v e n ' t  found a n y t h i n g  y e t . )  L e t  

I ,  = 

Tj. F o r  e a c h  s u b s e t  1 0 ,  . . . , Iy  I ,  t h a t  w e  p i c k ,  w e  w i l l  f o rm a 

{l,. .., n ) / ( x ( n )  ,..., ~ ( n - j ) ] .  W e  w i l l  p i c k  many ( Y + l ) - s u b s e t s  Of 
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The r e a s o n  w e  u s e  t h e s e  d e t e r m i n a n t s  is e s s e n t i a l l y  t h e  same 

as  t h e  r e a s o n  w e  g a v e  i n  t h e  l a s t  s e c t i o n  f o r  e x p e c t i n g  t h e  x i  t o  be 

s u p e r i n c r e a s i n g .  When w e  expand  t h e  r i g h t  hand m a t r i x  i n  (4.1) a b o u t  

t h e  f i r s t  row, w e  e x p e c t  t h e  d i s t r i b u t i o n  on t h e  v a l u e s  o f  t h e  c o f a c -  

tors t o  be  i n d e p e n d e n t  o f  t h e  c h o i c e  o f  1 0 ,  . . . , j y .  So t h e  v a l u e  o f  

I X j o t  .. ., j,! s h o u l d  b e  d o m i n a t e d  by t h e  l a r g e s t  s, i n  t h e  f i r s t  r o w .  
i 

A f t e r  p i c k i n g  many ( Y + l ) - s u b s e t s  o f  I,, w e  w i l l  keep  t h e  s u b s e t  

. W e  e x p e c t  j o t . .  . , j y  t h a t  g i v e s  t h e  sma l l e s t  d e t e r m i n a n t  X j  

t h a t  t h e  set j o ,  . . . , j y  d o e s  n o t  c o n t a i n  any of d n - j - l ) r . . . , d n - j - l )  

for  some v a l u e  o f  1 which  w i l l  depend on  n ,  j ,  and Y .  Thus w e  f o r m  

t h e  s e q u e n c e  

0, * .  "IY' 

z i  = 

f o r  1 < i < n .  For some s m a l l  A, t h e  sequence  ~ ~ ( ~ - j - l + + h ) r  ..., Z X ( n )  

s h o u l d  b e  s u p e r i n c r e a s i n g ,  and  t h e  o t h e r  v a l u e s  o f  z i  s h o u l d  b e  less t h a n  

~ ~ ( ~ - j - l + ~ )  . 
and a l s o  c h e c k  t o  see i f  o u r  c h o i c e  o f  x ( n - j ) ,  . . ., d n )  was correct.  

W e  w i l l  s e t  j + j + l - l  and  c o n t i n u e  w i t h  t h i s  i t e r a t i v e  p r o c e s s .  W e  

c o n t i n u e  u n t i l  j does n o t  c h a n g e .  

So w e  s h o u l d  be a b l e  to  i d e n t i f y  d n - j -  ,t+ A ) ,  . . . , d n - j - 1 )  

T h i s  method for r e c o v e r i n g  t h e  o r d e r  worked much b e t t e r  i n  pract ice  

t h a n  w e  e x p e c t e d .  I n  o u r  e x a m p l e s ,  w e  a lways  were a b l e  t o  i t e r a t e  

u n t i l  j was less t h a n  Y+5. I n  o t h e r  words w e  were a b l e  t o  f i n d  a n  

E - s u p e r i n c r e a s i n g  s e q u e n c e  w i t h  E < 5 .  

SOLVING FOR THE a i  

A l l  o f  t h e  p r e v i o u s  a n a l y s i s  h a s  used  o n l y  t h e  w e i g h t s  a i r . . . ,  a n  - 
I n  t h i s  s e c t i o n  we show how to  f i n i s h  t h e  c r y p t a n a l y s i s .  T h a t  is. g i v e n  

s f i n d  a 0-1 v e c t o r  a i  t h a t  has  less  t h a n  n ones  s u c h  t h a t  
2 

n 
2: a i a i  = s , 

i=l 



i f  s u c h  a v e c t o r  e x i s t s .  

f o r  1 < j < Y and  1 < i < n s u c h  t h a t  t h e  sequence  

W e  w i l l  assume t h a t  w e  have  i n t e g e r s  h j , i  

is s u p e r i n c r e a s i n g  for i > Y + E and w e  c a n  f i n d  t, (from (2.5)) s u c h  

t h a t  

W e  w i l l  f i n d  t h e  a i  i n  t h r e e  s t e p s .  

S t e p  1: i > Y + E 

L e t  

a1 ... ay  s 

h l , l  ... hl ,Y tl 

hY, l  '.. hY,Y t Y  

t =  

t h e n  

S i n c e  x i  is s u p e r i n c r e a s i n g  for i > T + E , w e  c a n  e a s i l y  f i n d  a i  

f o r i > Y + E .  

S t e p  2 :  Y < i c Y + E 

T o  f i n d  a j ,  w e  must s o l v e  a knapsack problem w i t h  a b o u t  e w e i g h t s .  

W e  know a i  f o r  i > Y + E , and x i  = 0 for i < Y, so w e  can  f i n d  
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So w e  hope  t h a t  E is s m a l l .  W e  c o n j e c t u r e  t h a t  E is bounded by  

O ( l o g  n )  . I n  our e x a m p l e s ,  w e  a lways  had E < 5 .  

S t e p  3: i < Y 

S i n c e  w e  now know a i  f o r  i > Y ,  l e t  

n 

i = Y + l  
s '  = s - 1 a i a i  

L e t  

and 

I I 

5 = ( S ' , t l ,  "., t y )  

The p rob lem w e  are l e f t  w i t h  is t o  f i n d  a 0-1 v e c t o r  

a = ( a l ,  ..., a y + i ) ,  i f  one  e x i s t s ,  such  t h a t  

Z a = s  . 

I f  d e t ( 2 )  # 0 ,  t h e n  t h i s  problem is e a s i l y  s o l v e d .  I n  a l l  Of O U T  

examples ,  w e  h a v e  f o u n d  t h a t  d e t ( 2 )  # 0 .  W e  can  speed  up t h i s  opera- 

t i o n  by comput ing  2 - l  m o d  p where p is t h e  smallest pr ime s u c h  t h a t  

d e t ( 2 )  # 0 mod p .  Then w e  a re  computing u s i n g  i n t e g e r s  less t h a n  p 

i n s t e a d  of i n t e g e r s  of s i z e  O(2D). 

RUNNING TIME 

The worst case r u n n i n g  t i m e  of t h e  L3 a l g o r i t h m  i s  O(m6D3). HOW- 

e v e r  i n  p r a c t i c e ,  t h e  r u n n i n g  t i m e  a p p e a r s  t o  be  O(mD3). A l s o  w e  
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3 
migh t  have  t o  make 0 -!?- c h o i c e s  of a n  m-set o f  w e i g h t s  b e f o r e  ( n-rn 1 
w e  g e t  a good one. To f i n d  t h e  o r d e r  o f  t h e  we igh t s  we must  t a k e  

o ( n )  d e t e r m i n a n t s .  Each  d e t e r m i n a n t  t a k e s  O l Y 3  1 m u l t i p l i c a t i o n s  o f  

i n t e g e r s  o f  l e n g t h  D.  So t h e  r u n n i n g  t i m e  f o r  f i n d i n g  t h e  o r d e r  is 

O(nY2D2). 

i t hm is  

So t h e  t o t a l  r u n n i n g  t i m e  on  t h e  f i r s t  p a r t  of t h e  algor- 

3 
D3 + O(nY3D2) . 

The s e c o n d  pa r t  o f  t h e  a l g o r i t h m  i s  s o l v i n g  for t h e  a i l s  a f t e r  a c y p h e r  

is r e c e i v e d .  The r u n n i n g  t i m e  f o r  t h i s  p a r t  is 

TESTS OF THE ALGORITHM 

T a b l e  1 summar izes  t he  examples  w e  have r u n  t o  test  t h e  a l g o r i t h m .  

Type - r e f e r s  t o  Merkle-Hellman or Graham-Shamir. 

N - t h e  number o f  w e i g h t s .  

R - t h e  number o f  random b i t s  u sed  in c o n s t r u c t i n g  t h e  s u p e r i n -  

c r e a s i n g  s e q u e n c e .  For MH knapsacks ,  a l l  random b i t s  are the 

l o w  order b i t s .  For GS knapsacks ,  h a l f  of t h e  random b i t s  

are  t h e  l o w  o r d e r  b i t s ,  and t h e  o t h e r  h a l f  are  t h e  h i g h  

order b i t s .  

Y - t h e  number o f  i t e r a t i o n s .  

D - t h e  number of b i t s  i n  t h e  f i n a l  (or  p u b l i c )  w e i g h t s .  

m - t h e  numbe? o f  w e i g h t s  u sed  i n  t h e  l a t t i ce  r e d u c t i o n .  

Time - t h e  r u n n i n g  t i m e  i n  s e c o n d s  o f  t h e  L3 a l g o r i t h m  on a C r a y  1. 

Con - Time/(mD3) 
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Table 1. 
Examples 

Type N Y R D m  Time Con 

GS 
MH 
MH 
MH 
MH 
MH 
GS 
MH 
GS 
GS 
GS 
GS 
GS 

40 4 
40 5 
40 5 
40  7 
40 10 
50 5 
50 5 
50 1 0  
64  5 
64 10 

100 5 
100  1 0  
100 20 

1 4  
1 0  
20 
1 0  
1 0  

7 
1 6  

7 
64  
1 6  
1 6  

100  
20 

8 2  18 
9 3  28 

1 1 3  30 
105  30 
1 2 3  32 

97 28 
96  24 

1 2 7  32 
158 3 1  
1 4 0  3 2  
1 5 1  30 
270 53  
260 52 

21.6 
108 .-2 
210.6 
138 .1  
250.1 
108.7 

92 .3 
263.2 
653.7 
451.8 
295.5 

3542 .O 
3355.3 

2.78E-6 
4.80E-6 
4.86E-6 
3.98E-6 
4.20E-6 
4.25E-6 
4.34E-6 
4.02E-6 
4.48E-6 
5.15E-6 

3.40E-6 
3.67E-6 

2 . a 6 ~ - 6  

CONCLUSION 

By extrapolating from the data in Table 1, we project that an 

iterated knapsack with N = 1000, Y = 4 0 ,  and R = 100 could be broken 

in 750 hours on the Cray. 

a 1 . 5  Mbit key, it is doubtful that a larger knapsack would ever be 

seriously considered. 

Since a knapsack of this size would require 

This algorithm will also break Shamir's ultimate knapsack [ I 4 1  

It appears that the algorithm can be modified to break the knapsack- 

that Brickell presented at Crypto'83 and also the lexicographic knap- 

sack scheme of Petit [ 1 2 1 .  
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